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WHAT ATTACKERS WANT

DATA BREACH 

ATTACK TYPES

MAJOR ATTACKS

$14110K

of the law firms didn’t know 
they had a data breach

Ransomware, malware, phishing/spear-phishing, 
hacktivism.

Corporate intelligence, confidential data, medical 
records, intellectual property, M&A intelligence, 
reputation damage.

The Panama Papers, DLA Piper, Appleby, Cravath, 
Swaine & Moore, Weil Gotshal & Manges and more.

staggeringly expensive: 

$141   x   # of stolen records   =   $$$

network intrusions per 
day across 200 law 
firms

of the law firms had 
their data security 
practices audited by at 
least 1 corporate client 

is the average cost per 
stolen record

CYBER THREATS
LEGAL INDUSTRY 

About ColorTokens 
ColorTokens is backed by legendary investors and advisors who have helped structure the IT industry over last 30+ years. ColorTokens’ core 
team brings deep and innovative industry experience from brands such as Cisco, Juniper, VMware, Microsoft, and Zscaler in domain areas 
including cybersecurity, networking, and infrastructure. With customers and partners worldwide, ColorTokens is a cyber security company 
headquartered in Santa Clara, California, USA with a major center of development and sales in Bengaluru, India.
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ColorTokens zero trust security enables law firms and legal 
information security teams to visualize and protect every asset, from 
hybrid data centers all the way to legacy and unpatched endpoints.

Source: Logicforce  |  Barkly  |  CIO  |  CYFOR  |  Ponemon 2018 Cost of a Data Breach.

Learn More

https://colortokens.com/legal-industry-security-solutions/?utm_source=Infographic&utm_campaign=Legal&utm_term=microsegmentation%2C%20legal%20firm%20cyber%20security
https://twitter.com/colortokensinc
https://in.linkedin.com/company/colortokens-inc.
https://www.facebook.com/colortokensinc/
https://www.youtube.com/channel/UCpd4DA5BRXpsylsCwS_HKbA

